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BILL Wo. (o7
INTRODUCED BY ()

(IJnér.q 'v;JhuE;y Cnnw-:!fve ﬁLVZ)

A BILL FOR AN ACT EETITLED: AW ACT TO FORTHER TIMNPLBAMENT

ARTICLE II, SECTION 10, OF THE NEW CONSTITUTION DEALING WITH
PRIVACT; ESTABLISHING SAFEGUARDS FOR OPERATICN oF
COMPUTER~ACCESSIBLE AUTORATED PERSOHAL DATA SYSTEMNS;
LIMITING THE USE OF SOCIAL SECUGRITY WUMBERS OR OTHER
STARDARD UNIVERSAL IDENTIFPIER; AKD PROYIDING PEMALTIES FOR

VIOLATIOR.™

BE IT ENACTED BY THE LEGYISLATURE OF THE STATE OF MONTANA:
section 1, Privacy of the mind and personality. (1) It
is the finding of the legislature that every person has a
right to a protective zone or a privata enclave protecting
his aind, his personality, and his inmer 1life which
justifies a reasopable expectation that certaiz private
facts and information about hisself will not bé improperly
disclosed or publicized. A person's thoughts, sentisents,
emotions, sensations, religious beliefs, philcsophical
beliefs, and political beliefs clearly £fall into this
protective zome, In addition, certain other facts, either
singly or in accomulation, are sufficiently private to
justify a persoen in expecting that they will mnmot be

disclosed without his consent. In this connection, the more
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eabarrassing the fact or facts and the more likely they will
expose a person to infamy and disgrace, the closer they are
to the core of the vprotective zZome or private enclave
referred to above.

Section 2. Definitions. PFor the purpose of this act,
the following definitioss apply:

(1) ™administrative parposes®, when uased ia connection
with automated personal data systeas, wmeans using such a
systen for the purpose of affecting the subject individuals
directly as individuals, sach as for smaking determinations
relating to their qualifications, character, rights,
opportunities, or benefits.

{2) “"Automated personal data systea™ means a personal
data system that is stored in computer-accessible files.

{3} "Computer-accessible files” means data recorded on
magnetic tape, wsagnetic disk, sagnetic drus, punched card,
or optically scannrable paper or film or other storage
devices connected to a coaputer systes and readily
accessible,

{4) "“Governmental organization™ means the state of
Montana, its departmeents and its local sebdivisions and
their boards, agencies, comaissions, and bureauas.

{5} n"organization® wmeans any profit or nonprofit
corporation, partnership, proprietorship, or other

organization, inrcluding the state of Xontana, its
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departsents and its local subdivisions and their boards,
agencies, commissions, and bureaas,

{6) "Personal data®” means all data that:

{a) describes anything about am individual, such as
identifying characteristics, measuresents, or test scores;

(b) evidences things done by or to an individwal, such
as records of financial tramsactions, medical treatment, or
other services; and

(c) affords a clear basis for inferring personal
characteristics or things done by or to an individeal, such
as the mere record of his presence in a place, attendance at
a meeting, or admission to some type of service institutioun.

{7} "Personal data systea™ means a collection of
functionally related records kept by ope Or Rmore
organizations containing personal data that can be
associated with jidentifiable individvals, whether kept for
adsinistrative or statistical reporting or research
purposes.

{8) "Private facts and information™ means any facts or
information about a person that a reasocoable person is
justified in expecting will mnot be disclosed or used for
some parpose without his consent.

{9) "Standard eniversal identifier™ means a
systematically assigned label other than a pase eaployed on

a npational scale that atteapts to distinguish an individeal
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fros all others, such label +to be wunique, permanent,
ubigquitous, indispensable, brief, and reliable for all
individuals and readily available for anyone vho needs it.

{10) ®"Statistical-reporting or research purposes®™, when
uged in connection with automated personal data systeas,
means using such a system for the purpose of statistical
reporting or research only and not to affect any individual
directly.

Section 3. Safeguard requirements. It is unlawful for
a person or organization to knowingly violate any of the
followving safeguard reguirements for automated perscnal data
systess:

{1y ©¥No governmental organization in this state
majintaining a record of individually identifiable persomnal
data, not maintained as part of an automated personal data
system, may transfer any such data to another orgarizaticn
vithout the prior informed comnsent of the individual to whom
the data pertaims if the organization transferrimg such data
koows at the time of the transfer that such data will become
part of an automsated personal data systea, unless the
organization to which such data is transferred first
provides written assuramce that on or before the date of
transfer safeguards will exist for the system at least
eguivalent to those specified in the other safeguards in

this section. This provisjion shall not apply im instances
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when an individeal regunests that data about himself be
transferred to another system or organization.

(2) An organization saintaining an avtomated personal
data systes shall identify one person immedlately
responsible for the system and make any cther organizatiomal
arrangements that are necessary to assure continuing
attention to compliance with the safeguards that apply to
it.

(3) An organization maintaining an automated personal
data system shall take affirmative action to inform each of
its employees having any respomsibility or functiom in the
design, development, operation, or maintenance of the system
or the use of any data contained therein about these
safeguards and any rules and procedures promulgated by such
organization to assure compliance with thea.

(4) No organization wmay take any disciplinary or other
punitive action against any individual who brings to the
attention of appropriate authorities, the preés, or any
member of the public evidence of moncospliance with these
safeguards. A govaernsental organization in this state
maintaining auntomated personal data systems shall provide a
systes of penalties for any employee vwho initiates or
otherwise contributes to such disciplinary action.

(5) An organization maintairing anm automated personal

data system shall take reasonable precautions to protect
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data in the systea from any anticipated threats or hazards
to the security of the system or from any release, tramnsfer,
access, or use by an individual other tham an individuoal
gpecifically authorized by the person maintaining the
systen.

{6} 1 govermassntal organization in this state
maintaining ar automated personal data system may make no
transfer of inrdividually identifiable personal data to
another system without the informed consent of the sabject
individoal, unless the organization to which such data is
transferred first provides wvwritten assurance that on or
before the date of the traansfer safeguards will exist for
the systes at 1least equivalent to those specified in this
section. This provision shall not apply in instances wvhere
an individual requests that data about himself be
transferred to another system or organization.

(7} An organization maintaining an automated persoral
data system for adsinistrative purposes shall saintain a
coaplete and accurate record of every access to and use aade
of any personal data in the systems, including the identity
of all persons and organizations to which access has been
givea., This requiremeat shall not apply to routine or
ordinary systea housekeeping entries, such as rootine access
to payroll records to pay the organization's eaployees or

such as updating of files, undertaken ia the course of
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norsal amaintenance by system personnel provided that no
access that has a significant effect on privacy, such as
granting personal data to somecne the individual to whom the
data relates would not expect to receive it, may be
considered rountine or housekeeping for this purpose. Such
records shall be wmaintsined for a period of 5 years froms
each entry.

{8) An orgapization maimtaining am avtomated personal
data system for admipistrative purposes shall maintain data
in the systea with such accuracy, comspleteness, timeliness,
and pertinence as is necessary to assure accuracy and
fairness in any determinatioa relating to an individual’'s
qualifications, character, rights, opportunities, or
benefits that may be made on the basis of such data.

{9) An organization mairtaiaing an automated personal
data system that is used in any way for administrative
purposes shall eliminate data from computer-accesslible files
when the data no lomnger sServes the purpose for which it was
gathered bhecause of the passage of time.

{10) dn organization maintaining an automated personal
data system that is nused for statistical-reporting and
research purposes shall have the capacity to make sufficient
data readily available along with scufficient information to
perait reconstruction of the conditions and syppositions

under which the data was collected necessary to allow an
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independent analysis.

{11} An orgamization maintaining an automated personal
data system for adainistrative purposes that publicly
disseminates statistical reports or research findings based
on personal data drawn fros the system or froa
administrative systems of other organizations shall make
such> data poblicly available for independent analysis on
reasonable terms amd shall take reasomable precautions to
assure that no data amade available for independent analysis
¥ill be used in a way that sight reasonably be expected to
prejudice judgsemts about any individual data subject's
character, gualifications, rights, opportunities, or
benefits.

(12} & governmental organization in this state
saintaining an automated personal data system shall give
notice of the existence of its system once each calendar
year, commencing with the calemdar year 1978. The notice
shall be publishked in the Rontana administrative register
and filed with the director of the depactaent of business
regulation and shall be a persanent public record. Tue
director of the departsent =aay establish regulations
prescribing the form and content of such notice to inplenent
this section. A person =maintainipg more than one systea
shall file the amnual notices of each of the systeas

simultaneously, and soch notices w=say be combined vwvhen
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appropriate, A person proposing to establish a new systea or
to alter the nature and purpose of an existinmg system shall
file a notice with the director 90 days prior to
establishing or altering the natare and purpose of a systea.
The notice shall specify each of the folloving:

{a) the name of the systea;

(b} the mature and purpose or purposes of the systexn;

{c) the functional categories and nusber of persoms on
shos data is maintained or is to be maintained;

{4) the functional categories of data maintaired or to
be majintained, indicating which categories are stored or are
to be stored in computer—accessible files;

{e} the orgapization's policies and practices
regarding data storage, duratiom of retention of data, aad
disposal thereof;

{f) the categories of data sources;

(g) all types of use made or to be made of data,
indicating those imvolving conputet—accessible. files and
including all classes of users and the organizational
relationships among then;

{h} im relation to apm automated persenal data systes
gsed for adainistrative purposes, the procedures whereby an
individual can:

(3} be informed if ke is the subject of data in the

systenm;
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(ii} gain access to such data; and

(iii} contest its accuracy, coapleteness, pertinence,
and the necessity for retainming it;

i) in relation to an auntomated personal data systean
used for statistical reporting and research, the procedures
vhereby an individuval, group, or organization can gain
access to data used for this purpose for independent
analysis;

(J) in relation to an automated personal data systea
used for statistical reporting and research, the systea's
provisions for data confidentiality amd the legal basis for
such provisions:

{ky the title, name, and address of the person

immediately responsible for the systes.
Any other organization wmay file such notice with the
director of the department of business regulation. Notice
from any organization must be available to any indirvidunal to
vhom the personal data relates upon request.

{(13) A governmental organization in this state
maintaining an automated personal data systea shall inform
an individual asked to supply personal data for the systenm:

{a) wvhether he 1is 1legally required or may refase to
supply the data requested;

{b) of any conseguence actually knovn to the person

asking for such data which may arise froe his permission or
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refusal to supply the data requested; and

{c) of the uses to vhich such data will be put which
are actually kxnown to the person who is asking for such
data.

ill other organizations shall make soch information
available ypon reguest.

(1%} An organization maintaining an astomated personal
data system for adainistrative purposes shall inform am
individnal, cpor his request and npoan satisfactory proof of
hie identity, whether he is the subject of data in the
system and, if 50, make such data fully available &0 the
individual, uapom kis request, im a fors comprehensible to
himy provided, however, +that any informatiom aboet such
individual received fros a third person before the
[effective date of this act}, on the condition that such
information womld remain confideantial, need not be disclosed
in the absence of a court order requiring sach disclosaure.

{15) A governaental organization in this state
maintaining an automated personal data system may not make
use of individually identifiable personal data that is not
within the purposes of the system as stated in the notice
required by subsection (12), or if inforsation has been
provided to an individual pursuant to subsection (12),
within the purposes of the system as so stated. This

provision shall not apply if the prior informed consent of
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the individual has been explicitly obtained. No person may
be held liable for a violation of this subsection if he
shows by a preponderance of the evidence that at the tiame of
the alleged violation he maintained reasonable procedures to
ensure compliance with it.

(16) An orgamization maintaining an automated personal
ﬂata-systel for administrative purposes skall inform an
individual, upon his request and upon satisfactory proof of
his identity, about the uses sade of data about hinm,
including the identity of all persons and orgamizations
involved and their relationships with the systes.

{(17) An organirzation may not =make data fros an
antomated personal data system available irn response to a
demand for data made by means of coapelsory legal process
unless it has first notified the individual to whom the data
pertains of the demand and has made the data being sought
fully available to such individual.

{18) An orgabnization maintaining an automated personal
data systes for administrative purposes shall develop and
maintain procedures that:

(2} allow ap individual who is the subject of data in
the systen to contest its accuracy, completeness,
pertinence, and the necessity for retaining it;

{b) perait data to be corrected or amended when the

individual to wvhos it pertains so requests; and
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(c) assure, when there is disagreement with the
individual about whether a correction or amendment should be
nmade, that the individeal wmay file with the person
saintaining the system a brief statement setting forth his
vievs on the dispute. The person saintaining the systems aay
limit the statement to 100 words if the statesent is stored
in coaputer-accessible form or to ore page if it is stored
sanuzlly, provided in either case that the person provide
the ipdividoal with assistance in writing a clear and
accurate sumsary cf the dispute. Such statement shall be
included £in any subsequent disclosure or dissesination of
the disputed data.

{19) An organization may obtain a waiver or exemption
of any portion or all of any one or more of these safeguard
requirements from the department of business regulation
pursuant to the procedures prosulgated for this purpose by
the department, upon a shoving of a clearly parasount and
strongly justified societal ipterest in such wvaiver or
exemption., The decision of the department on any such
application shall be an adjiudicatory decision umnder the
teras of the Montapa Administrative Procedure Act. The full
text of any such waiver or exemption granted under this
subsection shall be published by the department of business
regulation in the Montana Administrative Code. ¥Nothing

contained in this section shall apply to law enforcement
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officers or agencies,

Section &, Prohibited disclosure. (1) It is unlawful
for an officer, employee, or agenmt of am organization
saintaianing am actomated personal data systes or a person
who has received inforsation from such a system to disclose
any personal data received from such a system that can be
identifiable witk or traceable +to specific individuals
without proper authority or without the informed consent of
the subject individual except:

{a} disclosares made in the ordimary course of the
business or activity contemplated for the system as set
forth in the organization's public notice;

(b) 4disclosures made with the informed consent of the
subject individual; and

{cd by order of or response to a sabpoena of a
district court.

{2) A person in charge of or privy to information
contained in any such system used exclusively for
statistical reporting or research may not be coapelled to
disclose any such data in any criminal or civil proceedings
in any couart of law of this state. Adequate precautions
shall be taker to insure that any data released in
statistical form by any such system will Aot reasonably
result in the identification of individual data subjects in

violation of this prowision.
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Section 5. Social secarity number. (1) It is ualawful
for amy personr to require, by means of withholding or
threatening to withhold the enjoysent of any right or
benefit, the disclosure of an individoal'’s social security
number issued by the social security administration of the
Onited States or ary other label that is functionally
similar to a standard wuniversal identifier: provided,
however, this provision does not apply to:

{(a) esployers or thelr agents in connection with the
administration of the federal Social Security act or other
appropriate payroll or eaploysent function;

(b} federal agencies and federal agemts acting under
lawful federal aunthority;

{c) the department of revenue vhea suck use is
connected with its fumction of collecting taxes;

td) the departsent of social and rehabilitation
services when such use is limited to the administration of
its welfare and related services and the collection of child
support payments; and

(e} any person granted specific authority to use such
cumber or label by the legislature or by the department of
bosiness regwlation when the legislature is not in session
subject to ratification in the next session of the
legislature.

{2) It is also unlawful for any persoa to use such a
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number or label for promotiomal or commercial parposes.

Section 6. Penalty. Any act or omission sade unlawful
gnder +this act, if koowingly committed or omitted, is
punishable by a fine of pot more than $500 or imprisonment
for not more than 6 months, or both.

Section 7. Civil actioma., (1) A perscn whose privacy
has Eeen invaded because of an unlawful act or oaission in
violation of any of the provisions of [this act] may file &
civil suit im a district court of proper Jurisdiction
against any person who has comsitted any such viclation,
incleding any governmental unit or agency thereof, and upon
proper proof shall be entitled to:

(a) an injanction or other appropriate order enmjoiniag
or restraining aany violatiom of [this act] or reguiring
comspliance herewith;

{b} an appropriate order requiring the of fending
person to delete from his file or files any information
gathered in violation of [this act];

{c} actual dJdamages but not less than ligqnidated
dasages computed at the rate of $100 for each knowiug
violation for each offender; provided, however, if an action
is brought agaiast both am organization and its employees or
agents, the injured party is not entitled to duplicative
recovery. This provision does not apply tc any act or

omsission which would mot be unlawful if consent were given
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by a proper person provided the accused person acts under a
reasonably formed, although migtaken, ispression that sach
consent was giwven,

{(d) puaitive or exemplary damages as set forth in
17-2083

{e) @ reasonable attorney's fee and other litigatiom
costs reasomably incurred.

{2) It is not necessary prereguisite to am action
pursuant to this section that the injured party has suffered
or been threatemned with actual dasages.

Section 8., Severability, If a part of this act is
invalid, all valid parts that are severable from the invalid
part resain 1in effect. If a part of this act is ipvalid in
one or more of its applications, tbhe part remains in effect
in all wvalid applications that are severable from the
invalid applications.

—Bad-
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STATE OF MONTANA

REQUEST NO._28-77
FISCAL NOTE

Form BD-15
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In compliance with a written request received January 10 L 19 77

, there is hereby submitted a Fiscal Note
for Senate BiII 67

pursuant to Chapter 53, Laws of Montana, 1965 - Thirty-Ninth Legislative Assembly.

Background mformatuon used in developing this Fiscal Note is available frorn the Office of Budget and Program Plarining, to members
of the Legislature Upon request,

DESCRIPTION ‘OF PROPOSED LEGISLATION:

Senate Bill' 67 proposes to establish safeguards for operation of computer-—accassuble automated personal data systems, and
to limit the use of social security numbers or other standard, universal identifiers.

FISCAL IMPACT:

This legislation will have broad fiscal impact upon both the public and private sectors of Montana. The impact upon state
government will vary between agencies depending upon the specific requirements for each unique automated personal data
system. As an example, in the Department of Administration alone, the foliowing data processing systems would be affected:
Statewide Budget and Accounting System, Public Employee’s and Teachers’ - Retirement Systems, State Employees’ Position
Control System, State Employees’ Deferrad Compensation System and the Mortgage Portfolio Accounting and Control System.

Other agencies affected to an even greater degree would be: the University System, Department of Institutions, Department
of Social and Rehabilitation Services and Department of Revenue.

Thus, this proposed legislation will have considerable cost impact; however, within the time frame available, the ramificatiors
are too great to provide a meaningful cost estimate, . '

g‘! ;‘ P !2_ i du_&mc 6.
BUDGET DIRECTOR

Office of Budget and Program Planning
Date: £ = f4r=27




