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BY ~---------------r-------­(~{er~ h..d:c.,-.7 c,..,:t'ke. tJ.-ti) 
l BILL POR AM ACT BITITLBD: "111 ACT TO FURTHER I!PLBRBIT 

ARTICLE II, SECTIOI 10, Of THE lEI COISTITUTIOI DEALIJG liTH 

PRIYAC!; ESTI!.BLISRIJG SAFEGUARDS fOR OPERATIOJ Of 

CO!PUTER-ACCESSIBLE lUTO!IlTED PEIISOR!L DATA SISTERS; 

LI!IITIRG THE OSE Of SOCIAL SECUBIT! JU!IBERS 01 OTBBa 

STANDARD UNIYEBSlL IDBIITIPIBR; liD PROVIDIRG PBIALTIBS fOR 

'llOLlTIOR.• 

BE IT BIIACTBD BY THE LEGISLATOR! Of THE STATE Of ftOITlll: 

Section 1. PriYacy of the •ind and personality. (1) It 

is the finding of the legislature that every person bas a 

right to a protective zone or a private enclave protecting 

his aind, his personality. and his inner life vhich 

justifies a reasonable eipectation that certain private 

facts and inforaation about hiaself will not be iaproperly 

disclosed or publicized. l person's thoughts, sentiaents. 

e•otions, sensations, religious beliefs, philosophical 

beliefs. and political beliefs clearly fall into this 

protective zone. In addition, certain other facts, either 

singly oc in accaaulation, are sufficiently pcivate to 

justify a person in e~pecting that they vill not be 

disclosed without his consent. In this connection, the •ore 
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eabarrassing the fact or facts and the •ore likely they vill 

expose a person to infaay and disgrace. the closer they are 

to the core of the protective zone or private enclave 

referred to above. 

Section 2. Definitions. Por the purpose of this act. 

the following definitions apply: 

(1) •adainistrative purposes•. when used in connection 

with autoaated personal data systeas. aeaus using such a 

systea for the purpose of affecting the subject individuals 

directly as individuals. such as for aatiug deterainations 

relating to their gualifications. chacacter. rights, 

opportunities, or benefits. 

(2) "lntoaated personal data systea• aeans a personal 

data syste• that is stored in coaputer-accessible files. 

(3) "Coaputer-accessible files" •eans data recorded on 

aagnetic tape, aagnetic disk, aaqnetic draa. punched card, 

or optically scannable paper or fila or other storage 

devices connected to a coaputec systea and readily 

accessible. 

{~) "GoYernaental organization" aeans the state of 

Rontana. its departaents and its local subdivisions and 

their boards. agencies. coaaissions, and bureaus. 

{5) "Organization" •eans any profit oc nonprofit 

corporation, partnership, proprietorship. or other 

organization, including the state of !!ontana, its 
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depart•ents and its local sQbdivisions and their boards, 

agencies, cossissions, and bureans. 

(6) "Personal data• •eans all data that: 

(a) describes anything about an individnal, such as 

identifying characteristics, seasureseats, or test scores; 

(b) evideaces thiags done bJ or to an individaal, such 

as records ~f financial traasactions, Iedical treatsent, or 

other services; and 

(c) affords a clear basis for inferring personal 

characteristics or things done bJ or to an individual, such 

as the aere record of his presence in a place, attendance at 

a aeetinq, or adsission to so•e tJpe of service institution. 

{7) "Personal data systes• seans a collection of 

functionallJ related records kept bJ one or •ore 

organizations containing personal data that can be 

associated with identifiable individuals, whether kept for 

adiinistrative or 

purposes. 

statistical reporting or research 

(8) "Private facts 11.11d inforaation• aeaas aar facts or 

inforaation 11.bout a person th11.t a reasonable person is 

justified in ezpectiag •ill not be disclosed or used for 

soae purpose •ithout his consent. 

(9) "Standard universal identifier" aeans a 

systeaaticallJ assigned label otber than a naae eaploJed on 

a national scale tbat atte•pts to distinguish an individual 
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fro• all others, such label to be unique, peraanent, 

ubiquitous, indispensable, brief, and reliable for all 

indiYiduals and readilJ available for anyone who needs it. 

(10) •statistical-reporting or research purposes•, wben 

used in connection with antoaated personal data systeas, 

Ieans using such a SJste• for the purpose of statistical 

reporting or research only and not to affect any individual 

directly. 

Section J. Safeguard requireaents. It is unlawful for 

a person or organization to knovinglJ violate any of the 

following safeguard requireaents for aotoaated personal data 

systeas: 

{1) No governaental organization in this state 

aaiataining a record of individually identifiable persoaal 

data, not aaintaioed as part of an autoaated personal data 

systea, •aJ transfer anJ such data to another organization 

without the prior iaforaed consent of the indiYldual to vhoa 

the data pertains if the organization transferring such data 

knows at the tiae of the transfer that such data will becoae 

part of an antoaated personal data systea, unless tLe 

organization to which such data is transferred first 

provides written assuraace that on or be£ore the date of 

transfer safeguards will ezist for the &Jstea at least 

equivalent to those specified in the other safeguards in 

this section. ~his provision shall not applJ ia instances 
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when an individual requests that data about hiaself be 

transferred to another systea or organization. 

(2) ln o~ganization aaintaining an autoaated personal 

data systea shall identify one pe~son iaaediately 

responsible for the systea and aake any other organizational 

a~rangeaents that are necessary to assure continuing 

attention to coapliance with the safeguards that apply to 

it. 

(3) &n organization aaintaining an autoaated personal 

data systea shall take affiraative action to infora each of 

its eaployees haviag any responsibility or function in the 

design, deyelopaent, operation, or aaintenance of the systea 

or the use of any data contained therein about these 

safeguards and any rules and procedures proaulgated by such 

organization to assure coapliance with thea. 

(4) Bo organization aay take any disciplinary or other 

punitive action against any individual who brings to the 

attention of appropriate authorities, the press, or any 

aeaber of the public evidence of noncoapliance vith these 

safeguards. ~ governaental organization in this state 

aaintaining autoaated personal data systeas shall provide a 

systea of penalties for any eaployee who initiates or 

otherwise contributes to such disciplinary action. 

(5) An organization aaintaining an autoaated personal 

data systea shall take reasonable precautions to protect 
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data in the systea fro• anr anticipated threats or hazards 

to the security of the systea or froa any release, transfer, 

access, or use by an individual other than an indiwidual 

specificallJ authorized by the person aaintaining the 

systea. 

(6) 1 governaental organization in this state 

aaintaining an autoaated personal data systea aay aake mo 

transfer of indiwidually identifiable personal data to 

another systea without the inforaed consent of the subject 

individual. unless the organization to which such data is 

transferred first provides vritten assurance that on or 

before the date of the transfer safeguards will exist for 

the systea at least equivalent to those specified in this 

section. This provision shall not apply in instances where 

an individual requests that data about hiaself be 

transferred to another systea or organi%&tion. 

{7) An organization aaintaining an autoaated personal 

data system for adainistrative purposes shall aaintain a 

coaplete and accurate record of every access to and use aade 

of any personal data in the syste•~ including the identity 

of all persons and organizations to which access has been 

given. This requireaent shall not applJ to routine or 

ordinary system housekeeping entries, such as routine access 

to payroll records to pay the organization's eaployees or 

such as updating of files, undertaken in the course of 
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noraal aaintenance by systea personnel proYided that no 

access that has a significant effect on priyacy, such as 

granting personal data to soaeone the indiwidual to whoa the 

data relates would not ezpect to receiwe it, aay be 

considered routine or housekeeping for this purpose. Such 

records shall be aaintained for a period of 5 years fro• 

each entry. 

{81 ln organization aaiataining au aatoaated personal 

data systea for adaiaistratiYe purposes shall aaiatain data 

in the systea with such accuracy, coapleteness, tiaeliness, 

and pertinence as is necessary to assure accuracy and 

fairness in any deterainatioa relating to an indiwidual's 

qualifications, character, rights, opportunities, or 

benefits that •ay be aade on tke basis of such data. 

{91 In organization aaintaiaing an aatoaated personal 

data systea that is used in any way for adainistratiwe 

purposes shall eliainate data froa co•pnter-accessible files 

when the data no longer serwes the purpose for vhich it vas 

gatbered because of the passage of ti•e. 

{10) An organization aaiataining an autoaated personal 

data syste• that is used for statistical-reporting and 

research purposes shall haye the capacity to aake sufficient 

data readily ayailable along with sufficient inforaation to 

per•it reconstruction of the conditions and suppositions 

under which the data vas collected necessary to allov an 
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indep~ndent analysis. 

(11) In organization •aintaininq an aatoaated personal 

data systea for adainistratiYe purposes that publicly 

disseainates statistical reports or research findings based 

on personal data dravn froa the systea or fro• 

adainistratiYe syste•s of other organizations shall aake 

such data publicly awailable for independent analysis on 

reasonable teras aad saall tate reasonable precautions to 

assure that no data aade aYailable for independent analysis 

vill be used in a way that aiqht reasonably be expected to 

prejudice judgaents about any indiwidaal data subject's 

character, qualifications, rights, opportunities, or 

benefits. 

{12) I gowernaental organization in this state 

aaintaining an aato.ated personal data systea shall giwe 

notice of the ezistence of its syste• once each calendar 

year, coaaencing with the calendar year 1978. The notice 

shall be published in the Bontana adainistratiYe register 

and filed with the director of the departaent of business 

regulation and shall be a peraanent public record. The 

director of the departaent aay establish regulations 

prescribing the fora and content of such notice to iapleaent 

this section. I person aaintaining aore than one systea 

shall file the aannal aotices of each of tbe systeas 

siaultaneoasly, and such notices aay be co•bined when 
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appropriate. l person proposing to establish a new systea or 

to alter the nature and purpose of an existing systea shall 

file a notice with the director 90 days prior to 

establisbiag or altering the nature and purpose of a systea. 

The notice shall specify each of the following: 

(a) the nane of the systea; 

(b) the nature and purpose or purposes of the systea; 

(c) the functional categories and nuaber of persons on 

whoa data is aaiatained or is to be aaintained; 

(d) the functional categories of data saintained or to 

be naintained, indicating which categories are stored or are 

to be stored in coaputer-accessible files; 

(e) the organization's policies and practices 

regarding data storage, duration of retention of data, and 

disposal thereof; 

(f) the categories of data sources; 

(g) all types of use aade or to be aade of data, 

indicating those inwolwing conpnter-accessible files and 

iacludinq all classes of users aad the organizational 

relationships aaong thea; 

(h) in relation to an autonated personal data systea 

used for adninistratiwe purposes, the procedures whereby an 

individual can: 

(i) be inforaed if he is the subject of data in the 

systen; 
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(ii) gain access to such data; and 

(iii) contest its accuracy, coapleteness, pertinence, 

and the necessity for retaining it; 

(i) in relatian to an antoaated personal data systen 

used for statistical reporting and research, the procedures 

whereby an indiwidual, group, or organization can gain 

access to data used for this purpose for independent 

analysis; 

(j) ia relation to an autoaated personal data systea 

used for statistical reporting and research, the systea•s 

provisions for data confidentiality and the legal basis for 

such provisions; 

(kl the title, naae, and address of the person 

i•aediately responsible for the systen. 

Any other organization nay file such notice with tbe 

director of the departaent of business regulation. Motice 

froa any organization aust be awailable to any indiYidual to 

whoa the personal data relates upon request. 

(13) A governnental organization in this state 

•aintaining an autoaated personal data syste• shall infor• 

an indiwidual asked to supply personal data for the systen: 

(a) whether he is legally required or aay refuse to 

supply the data requested; 

(b) of any consequence actually known to the person 

asking for such data which aay arise fro• his pernission or 
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refusal ~o supply ~he data reques~ed; aad 

(c) of the uses to which such da~a will be pat which 

are actually known ~o the persoa who is asking for such 

data. 

111 other organiza~ions shall 

available upon request. 

aake SIICb inforaa~ion 

(1'1 1n organization aaintaining an auto.ated persoaal 

data systea for adainis~ra~ive purposes shall iafora an 

ind1Yi4aal. upoa his request and upon sa~isfaetorr proof of 

his identitJ, whether he is the subject of da~a in ~he 

srstea and, if so, aake such da~ fully aYailable to the 

individual, upon his request, ia a fora coaprehensible to 

hia~ prowided, however, tha~ any inforaatioa abou~ such 

iadiYidaal received froa a ~bird person before ~he 

[effec~iye da~e of this ac~]. on the conditiou that such 

inforaation woald reaaia confidential, aeed no~ be ~isclosed 

in the absence of a court order requiriag such disclosure. 

(15) 1 gowernaental organiza~ion ia this sta~e 

aain~aining an au~oaa~ed personal da~a systea aay no~ aake 

nse of indiYi~uallJ idea~ifiable personal data that is not 

vitbin the purposes of ~he systea as stated in the notice 

required by subsection (12) 0 or if inforaation has been 

proYided to an iadiYidual pursuan~ to subsection (12) • 

within the purposes of the sys~ea as so stated. This 

provision shall not apply if the prior inforaed consent of 
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the indiYidnal has been explicitly obtained. Ho person aay 

be held liable for a yiola~ion of this subsection if he 

shows by a preponderance of the evidence that at the tiae of 

tbe alleged Yiolation he aaintained reasonable procedures to 

ensure coapliance with it. 

(1 6) 1n organization aaintaining an a utoaated personal 

data systea for adainistratiYe purposes shall infora an 

individual, upou his request and upon satisfactory proof of 

his identity, about the uses aade of data about hia, 

including the identity of all persons and organizations 

inYolved and their relationships aith the systea. 

(17) 1n organization aay not aake data fro• an 

autoaated personal data systea aYailable in response to a 

deaand for data •ade by •eans of co•palsory legal process 

unless it has first notified the indiYi~ual to whoa the data 

pertains of the deaand an~ bas aa~e the data being sought 

fully available to such individual. 

(18) ln organisation aain~ining an aotoaated personal 

data systea for adainistratiwe purposes shall develop and 

•aintain procedures that: 

(a) allow au individual vbo is the subjec~ of data in 

the systea ~o contest its accuracy, coapleteness, 

pertinence, and the necessity for re~aining i~: 

(b) perait data to be corrected or aaended when ~he 

indiYidual to who• it pertains so requests; and 

-12-
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(c) assure, when there is disagreement with the 

indiYidual about whether a correction or aaendaent shou1d be 

aade, that the indiYidual aay file with the person 

aaiataining the systea a brief stateaent setting forth his 

vievs on the dispate. rae person aaintaining the systea aay 

liait the stateaent to 100 words if the stateaent is stored 

in coaputer-accessib1e fora or to one page if it is stored 

wanually, provided in either case that the person provide 

the individual with assistance in vritiag a clear and 

accurate suaaary of the dispute. such stateaent shall be 

included in any subsequent disclosure or disseaination of 

the disputed data. 

(19) An organisation aay obtain a waiver or ezeaption 

of any portion or all of any one or aore of these safeguard 

requireaents froa the departaent of business regulation 

pursuant to the procedures proaulgated for this purpose by 

the departaent, upon a shoving of a clearly paraaount and 

strongly justified societal interest in such waiTer or 

exeaption. The decision of the departaent ou any such 

application shall be an adjudicatory decision under the 

teras of the 8ontana Adainistrative Procedure let. The full 

text of any such waiver or exeaption granted under this 

subs9ction shall be published by the departaent of business 

regulation in the 8ontana ldainistrative Code. Kothinq 

contained in this section shall apply to law enforceaent 
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disclosure. (1) It is unlawful 

or agent of aa organization 

personal data systea or a person 

who has received inforaatioa froa such a systea to disclose 

any personal 

identifiabl.e 

data received froa such a systea that can be 

with or traceable to specific individuals 

without proper authority or without the inforaed consent of 

the subject indi~idual except: 

(a) disclosures aade in the ordiaary course of the 

business or activity conteaplated for the systea as set 

forth in the organization's public notice; 

(b) disclosures aade with the infor•ed consent of the 

subject individual; aad 

(c) by order of or response to a subpoena of a 

district court. 

(2) l person in charge of or privy to inforaation 

contained in any such systea used exclusively for 

statistical reporting or research aay not be coapelled to 

disclose any sacb data in any cri•inal or civil proceedings 

in any court of la• of this state. Adequate precautions 

shall be taken to insure that any data released in 

statistical fora by any sach systea will not reasonably 

result in the identification of individoal data subjects ia 

violation of this pro~ision. 
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Section 5. social security nuaber. 11~ It is unlawful 

for any person to require, by aeans of withholding or 

threatening to withhold the enjoyaent of any right or 

benefit, the disclosure of an individual's social security 

nuaber issued by the social security adainistration of the 

United States or any other label that is functionally 

siailar to a standard universal identifier; 

however, this provisioa does not apply to: 

provided, 

(a) eaployers or their agents in connection with the 

adaiaistration of the federal Social Security let or other 

appropriate payroll or eaployaent functioa: 

(b) federal agencies and federal agents acting under 

lawful federal aatbority: 

(c) the departaent of reYenue vbea such use is 

connected with its function of collecting taxes; 

(d) the departaent of social and rehabilitation 

services when such use is liaited to the adainistration of 

its welfare and related services and the collection of child 

support payaents; and 

(e) any person grauted specific authority to use sucb 

nuaber or label by the legislature or by the departaent of 

business regulation when the legislature is aot in session 

subject to ratification in tbe nert session of the 

legislature. 

(21 It is also unlawful for any persoa to use such a 
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nuaber or label for proaotional or commercial purposes. 

Section 6. Peaalty. Any act or oaission aade unlawful 

onder this act, if knowingly coaaitted or oaitted, is 

punishable by a fine of not aore than S500 or iaprison•ent 

for not •ore than 6 aonths, or both. 

Section 7. CiYil action. (1~ A person whose pri Yacy 

has been invaded because of aa unlaefnl act or oaission iu 

violation of any of the provisions of [this act] aay file a 

civil snit in a district court of proper jurisdiction 

against any person who has coaaitted any such violation, 

including aay goYernaental unit or agency thereof, and upon 

proper proof shall be entitled to: 

(a) an iajnnction or other appropriate order eujoiaiug 

or restraining any Yiolatioa of [this act] or requiring 

coapliance herewith; 

(b) an appropriate order requiriug the offeudiug 

person to delete froa his file or files any inforaation 

gathered in violation of [this act]; 

(c) actual daaages bnt uot less than liquidated 

daaages coaputed at the rate of S100 for each knowi~g 

violation for eacb offender; provided, boweYer, if an action 

is brought against both au organization and its eaployees or 

agents, the injured party is not entitled to duplicative 

recovery. This proYision does aot apply to any act or 

o•aission which •onld not be unlawful if cousent were given 
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by a proper person proYided tae accused person acts under a 

2 reasonably foraed, althouqh sistaken, ispression that such 

3 consent vas giYen. 

~ (d) punitiYe or eKesplary daaages as set forth in 

5 17-208; 

6 (e) a reasonable attorney's fee and other litigation 

7 costs reasonably incurred. 

B (2) It is not necessary prerequisite to an action 

9 pursuant to this section that the injured party has suffered 

10 or been threatened with actual dasages. 

11 Section B. Seyerability. If a part of this act is 

12 inYalid, all Yalid parts that are seyerable fros the inYalid 

13 part resain in effect. If a part of this act is inYalid in 

t• one or sore of its applications, the part resains in effect 

15 in all Yalid applications that are seYerable fros the 

16 infalid applications. 

-End-

-11-



STATE OF MONTANA 
REQUEST NO. 28-17 

FISCAL NOTE 

Fonn BD-15 

. ..,.I 
In compliance with a written request ret;aived __ J ... a"""n_u..__ar..._y_10..__ ___ , 19 ]]__, there is hereby submitted a Fiscal Note 

for Senate Bill 67 pursuant to Chapter 53, Laws of Montana, 1965- Thirty·N!nth Legislative Assembly. 

Background information used in developing this Fisc:al Note is available from the Office of Budget end Program Planning, to members 

of the Legislature upon request. 

DESCRIPTION . OF PROPOSED LEGISLATION: 

Senate Bill 67 proposes to establish safeguards for operation of computer-aecessible automated personal data systems, and 
to limit the use of social security numbers or other standard, unlver~al identifiers. 

FISCAL IMPACT: 

This legislation will have broad fiscal impact upon both the public and private sectors of Montana. .The impact upon state 
government will vary between agencies depending upon the specific requirements for each unique automated personal data 
system. As an example, in the Department of Administration alone, the following data processing systems would be affected: 
Statewide Budget and Accounting System, Public Employee's and Teachers' Retirement Systems, State Employees' Position 
Control System, State Employees' Deferred Compensation System and the Mortgage Portfolio Accounting and Control System. 
Other agencies affected to an even greater degree would be: the Uni'lersity System, Department of Institutions, Department 
of Social and Rehabilitation Services and· Department of Revenue. 

Thus, this proposed legislation will have considerable cost impact; however, within the time frame available, the ramifications 
are too great to provide a meaningful cost est!mate. 

~ ,.4. r;t'. ~A.d t \. 
BUDGET DIRECTOR 

Office of Budget and Pi-agram Planning 

Date: / • IY-17 


