
MIMUTEG.OF MEFTING 
SENATE JUDIC~ARY- COMMITTEE 

January 19, 1977 

The meeting of this colwi$t4e was ~Zi l l+d  to order by Senator 
Turnage in room 404 of.$&#i8tatre Eqi,vl Building at 9:30 a.m. 
for the purpose of heathgi$e&ate Bf!I.% 67. 

ROLL CALL: -- 

All members of the committee were present for this hearing. 

CONSIDERATIOPJ OF SENATEBILL 67  : 

Senator Towe, sponsor of S.B. 67, presented the bill, stating 
that it was an interim bill. He said that the biggest problem 
is the exchanging of computer information and that there are some 
errors made which actually abuse people in that they are on the 
computers and are not corrected. He further told those present 
that in somecases firms or agencies having computer data sell 
their lists of names to other companies. Senator Towe then pro- 
ceeded to review S.B. 6 7 .  

Chairman Turnage then thanked Senator Towe for his presentation 
and asked if there were any proponents of S.B. 67  who wished to 
testify. Since there were none present, he called for the testimony 
of the opponents of the bill, beginning with Mr. Alexander 1;. 
Ciesielski, Assistant General Counsel, American Life Insurance 
Association. 

Mr. Ciesielski told the committee that they were vitally 
interested in privacy and, also, in obtaining information in order 
to conduct their operations. He told the committee that in order 
to purchase life insurance, credit insurance, or borrow money, a 
person gives up his right of privacy. He further told them that 
the federal privacy act of 1974 is applicable only to government 
business and that there is no reference to private business in it. 
He then referred to a 127-page statement which he had presented 
to the interim committee which describes their procedures on how 
they write insurance, process claims, etc.. He suggested that it 
would be proper to wait for the study of the federal cornittee 
on matters dealing with medicine and insurance which is to be pub- 
lished later this year. 

The next opponent of S.B. 67  was Mr. Thomas Waterman of Los 
Angeles who represented the Montana Retail Association and is gen- 
erally employed by the J. C. Penney Company. Mr. Waterman present- 
ed the committee with two statements on S.B. 6 7 .  (See Exhibits 1 
and 2) 

Mr. John L. Peterson, representing the R. L. Polk & Co., and 
appearing as an opponent, told the committee of some of their 
problems with this bill and presented a written statement. (See 
Exhibit 3) 



The next opponent to speak was Mr. John T. Cadby, Executive 
Vice President, Montana Bankers Association. He suggested that 
S.B.  67 be amended to apply only to government organizations. 
Mr. Cadby submitted a written statement. (See Exhibit #4) 

Mr. Doyle Saxby, Deputy Director, Montana Department of Admin- 
istration, then spoke against S.B. 67. He told the committee 
to get around this bill there will probably be waivers on all 
application forms. Mr. Saxby presented the committee with a written 
statement. (See Exhibit #5) 

Appearing next as an opponent was Paul C. Dunham, Director 
of Planning, Montana University System. Mr. Dunham presented the 
committee with the attached written statement. (See Exhibit 6) 

John G. Thomas, Department of Institutions, said they had 
a problem on how they would administer the bill. 

Nick Rotering, also from the Department of Institutions, said 
that he does not believe that S.B. 67 excludes law enforcement and 
that he feels this bill would be too hard to administer. 

The next opponent was John Denny, President of McIntosh M.S.U., 
who presented a statement from Lou Lucky, Computer Technician, M. 
S.U. C3.efx.*p 

Robert Corcoran, counsel for the Montana Department of Revenue, 
told the committee that the department is specifically mentioned 
in some issues of 1974 and 1976 studies since they are the state 
taxing authority. He said also that the rules and regulations in 
S.B.  67 would force the Department of Revenue to make more rules 
and regulations. Further, he told the committee that the department 
has large law enfacement division which they would not want to be 
exempt from that provision of the bill, and that in regard to the 
Social Security information, all of the federal agencies' regulations 
and statutes are very restrictive on the department and would cause 
them much more trouble to do. 

Ron Semple, representing the Montana Press Association, and 
publisher of the Independent Record, said they oppose S.B. 67 be- 
cause of the people's right-to-know. This bill would make it far 
more difficult for the press to do its job of informing the people. 

Glen Drake, former Senator and an attorney representing the 
Montana League of Cities and Towns, said they oppose S.B. 67 because 
of the cost factor. 

At this time, Chairman Turnage allowed Senator Towe to close 
on S.B.  67 Senator Towe told the committee that he thinks that 
the cornmen s made here show there is a problem. He agreed that it 
will cost more money, and that there will of necessity have to be 



exceptions. 

The Chairman then thanked all those present for coming 
to the meeting and advised them that the record would be kept 
open for one week for anyone wishing to file a written statement 
on Senate Bill 67. 

There being no further business, the committee adjourned 
at 11:OO a.m. to reconvene at 9:30 a.m. on Thursday, January 20, 
1977, in Room 442. 
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MONTANA RETAIL ASSOCIATION 

January,  1977 

A BRIEF CRITIQUE OF THE PROVISIONS OF S B  6 7  

This paper i s  not  designed t o  reach a l l  t h e  pro- 

blems with S B  67. I t  w i l l ,  however, touch upon some. 

The d e f i n i t i o n a l  s e c t i o n  of S B  67 i s  inadequate  

t o  provide  guidance as  t o  the  meaning of terms subsequent ly 

u t i l i z e d  i n  t h e  Act. For example, Sec t ion  3 ( 8 )  of t h e  b i l l  

uses terms such as  "accuracy ,I1  " p e r t i n e n c e , "  " t i m e l i n e s s "  and 

" completeness. " These terms,  taken i n  t h e  s t a t u t o r y  frame- 

work, a r e  unreasonably broad and genera l .  They o f f e r  no 

d i r e c t i o n  t o  an o r g a n i z a t i o n  a s  t o  how t o  mainta in  informa- 

t i o n  i n  a fonn which would comply wi th  such language -- an 

o r g a n i z a t i o n  would be unable t o  determine what r e s p o n s i b i l i -  

t i e s  and d u t i e s  it had t o  s a t i s f y .  For example, what i s  

"accura te?"  Who determines i t ?  Is t h e  same s t andard  of 

" accuracy" a p p l i e d  f o r  a l l  purposes? Does "accuracy" p l a c e  

an o b l i g a t i o n  on an o r g a n i z a t i o n  t o  go beyond what i s  i n  i t s  

f i l e s  and r e q u i r e  t h e  o rgan iza t ion  t o  undertake an indepen- 

den t  v e r i f i c a t i o n  procedure? 



MONTANA RETAIL ASSOCIATION 

January ,  1977 

INAPPROPRIATENESS OF PRIVACY LEGISLATION 

REGULATING THE PRIVATE SECTOR 

These comments a r e  d i r e c t e d  t o  SB 67. 

The Montana R e t a i l  Associa t ion  r e p r e s e n t s  t h e  in- 

t e r e s t s  o f  a l l  Montana g e n e r a l  merchandise r e t a i l e r s .  The 

u l t i m a t e  goa l  an6 v i r t u a l l y  a l l  e f f o r t s  of genera l  merchan- 

d i s e  r e t a i l e r s  a r e  d i r e c t e d  a t  t h e  d i s t r i b u t i o n  and s a l e  o f  

merchandise and r e l a t e d  s e r v i c e s .  To f a c i l i t a t e  t h e  s a l e  of 

t h e i r  merchandise, retailers engage i n  numerous a c t i v i t i e s ,  

many of  which invo lve  t h e  development, maintenance and use 

of p e r s o n a l  informat ion .  

Nationwide, i n  o r d e r  f o r  r e t a i l e r s  t o  provide  t h e  

a n c i l l a r y  s e r v i c e s  e n t a i l e d  i n  o p e r a t i n g  i n  excess  of 30,000 

r e t a i l  o u t l e t s ,  they  annual ly  pay more than 2,000,000 people 

and i s s u e  over 20,000,000 pay checks; they  a l s o  annual ly 

process  b i l l i o n s  of d o l l a r s  i n  purchases ,  a s  w e l l  as b i l l i o n s  



blOTOR VEHICLE REGISTRATION INFORMATION; 
ITS IblPORTANCE TO THE NATIONAL, STATE AND 

LOCAL ECONOMY AND AUTO SAFETY PROGRAMS 

The s a l e  t o  R. L. Polk & Co. of  motor v e h i c l e  r e g i s t r a t i o n  informa- 
t ion  produces the  fol lowing benefits,:  

1. Provides t h e  most f a c t u a l  s t a t i s t i c a l  marketing da ta  
ava i l ab le  on motor veh ic les  t o  t h e  automotive, 
petroleum, t i r e ,  r e l a t e d  i n d u s t r i e s ,  and l o c a l  bus i -  
nesses.  

2 .  provides a  means of  n o t i f y i n g  owners of motor veh ic les  
be l ieved t o  be d e f e c t i v e  under s a f e t y  r e c a l l  programs. 

3 .  I s  an e f f e c t i v e  a i d  t o  s t a t e  and l o c a l  p o l i c e  i n  law 
enforcement. 

4. Provides accura te  and cur ren t  d a t a  f o r  f e d e r a l ,  s t a t e  
and loca l  agencies engaged i n  environmental p ro tec t ion ,  
highway s a f e t y  and t r a n s p o r t a t i o n  s t u d i e s .  

5. I s  a  source of revenue f o r  s t a t e  governments. 

6 .  Makes ava i l ab le  markef ing s e r v i c e s ,  inc luding s e l e c t i v e  
d i r e c t  mail a d v e r t i s i n g ,  f o r  t h e  automotive indust ry  
and o the r s .  

PRELIMINARY STATEMENT 

R. L. Polk Co. publ ishes  c i t y  and bank d i r e c t o r i e s ,  compiles motor 
v e h i c l e  s t a t i s t i c s  and engages i n  var ious  marketing s e r v i c e s ,  inc luding 
d i r e c t  mail adver t i s ing .  Polk employs over 8000 persons and has i ts home 
o f f i c e  i n  De t ro i t ,  Michigan. For over f i f t y  years  Polk has obtained the  
information pe r t a in ing  t o  a l l  au to  and t ruck  r e g i s t r a t i o n s  from every s t a t e  
and t h e  D i s t r i c t  of Columbia. Polk converts  and processes t h i s  information 
i n t o  a  form f o r  use i n  s t a t i s t i c a l  r e p o r t s  r o  indus t ry ,  f o r  use by auto  and 
t ruck  manufacturers seeking t o  n o t i f y  owners by mail of vehic les  be l ieved t o  
have s a f e t y - r e l a t e d  de fec t s ,  f o r  automotive and o t h e r  d i r e c t  marketing 
s e r v i c e s ,  f o r  use by law enforcement agencies t r a c i n g  s t o l e n  ca r s  o r  those  
involved i n  a  crime, and for  use  by governmental planning and regu la tq ry  
agencies.  
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TFSTItJlONY OF JOHN T. CADRY, EXECUTIVE VICE PRESIDENT, MONTANA BANKERS ASSOCIATION, 

ON SENATE BILL 67 BEFORE THE SENATE JUDICIARY COMMITTEE ON JANUARY 19, 1977 

MR. C H A I R M A N  AND MEMBERS OF THE COMMITTEE: 

Senate B i l l  67 creates innumerable problems f o r  a1 1 Montana banks. 

On page 6, Subsection 7 requ i res  banks t o  record  a l l  i n q u i r i e s  made on 

the  system. Th is  p r o v i s i o n  does n o t  a l l ow  f o r  t he  thousands and thousands 

o f  ?hone i n q u i r i e s  rece ived each week from merchants wishing t o  v e r i f y  

t he  n e g o t i a b i l i t y  o f  checks. Every day banks rece i ve  c a l l s  from l o c a l  

merchants wanting t o  know i f  a check received i n  payment f o r  merchandise i s  

good and w i l l  c l e a r  the  bank. To ma in ta in  a record  o f  each and every phone 

c a l l  won1 d be an a d m i n i s t r a t i v e  nightmare and extremely expensive. 

The same p r o v i s i o n  does n o t  a l l ow  f o r  examinations conducted by s t a t e  

and federa l  regu la to ry  agencies. Does t h i s  p ro t r i s ion  requ i re  us t o  main ta in  

a record  o f  every examinat ion and o f  each account examined? I f  so, a ~ a i n  we 

I i a v ~  a burdensome a d m i n i s t r a t i v e  problem. 

F i n a l l y  the  same p r o v i s i o n  does n o t  a l l o w  f o r  abuses by the  customer. 

A customer cou ld  c a l l  f o r  a p r i n t o u t  on h i s  o v e r d r a f t  record, loan delinquencv, 

bank balance o r  o t h e r  data every week. Some l i m i t a t i o n s  on the  customer's 

accessabi l  i t y  o r  allowance t o  impose a fee  t o  o f f s e t  these a d m i n i s t r a t i v e  

expenses stiould be prov ided i n  t h i s  sec t ion .  

On Page 8, Subsection 11 apDears t o  r e q u i r e  d i sc losu re  o f  s t a t i s t i c a l  

repo r t s  o r  research f ind ings  compiled by a bank. Our concern i s  the  dissem- 

i n a t i o n  o f  p r i v a t e l y  conducted market ing surveys t o  competing banks and o t h e r  

f i n a n c i a l  i n s t i t u t i o n s .  There does n o t  aooear t o  be any p r o v i s i o n  f o r  t he  

p r o p r i e t a r y  r i g h t s  t o  such s tud ies  o r  surveys. 

On page 15, Sect ion 5 p r o h i b i t :  t b e  use o f  s o c i a l  s e c u r i t y  numbers. By 

federal law banks must secure the  s?c ia l  s e c u r i t y  number on a l l  t ime deposi ts  

so as t o  r e p o r t  earnings on those seoos i ts  t o  t h e  IRS. Furthermore they are  



NOTES ON SENATE BILL NO. 67 
SECURITY AND PRIVACY 

January  1 2 ,  1977 

T h i s  rec,Ilest f o r  a f i s c a l  n o t e  can b e  viewed i n  two r e s p e c t s :  

o As t h e  l e g i s l a t i o n  w i l l  a f f e c t  t h e  Department of 
A d m i n i s t r a t i o n .  

o  A s  t h e  l e g i s l a t i o n  w i l l  a f f e c t  t h e  s t a t e  o f  
Montana. 

I n  e i t h e r  c a s e ,  a n  e s t i m a t e  o f  t h e  p o s s i b l e  f i s c a l  r e q u i r e m e n t s  
w i t t i  t h e  passage  of  t h i s  l e g i s l a t i o n  i s  i m p o s s i b l e  t o  d e t e r m i n e  i n  t h i s  
t i m e  f rame ( 2 4  h o u r s ) .  I n  f a c t ,  t h e  e f f e c t  on t h e  Department of Adminis- 
t r a t i o n  cou ld  n o t  be  a c c u r a t e l y  de te rmined  w i t h o u t  s e v e r a l  weeks of s t u d y .  

An a t t e m p t  h a s  been made t o  p r o v i d e  a n  i n d i c a t i o n  o f  t h e  f i s c a l  
e f f e c t  which c a n  b e  expec ted  by t h e  p a s s a g e  o f  t h i s  l e g i s l a t i o n .  Four 
c a t e g o r i e s  have been e s t a b l i s h e d  s o  t h a t  some compar ison can be  made a s  t o  
t h e  e f f e c t  o f  i n d i v i d u a l  s e c t i o n s .  

o  N i l  - I n c o n s e q u e n t i a l  r e s o u r c e s  r e q u i r e d .  

o  Minor - 

o  Moderate - 
o Major - W i l l  r e q u i r e  c o n s i d e r a b l e  r e s o u r c e s  c o n t i n u o u s l y .  

The f i s c a l  e f f e c t  w i l l  b e  dependent  upon t h e  p a r t i c u l a r  p e r s o n a l  
d a t a  sys tem and can  v a r y  g r e a t l y ,  b u t  f o r  t h e  purpose  of  t h i s  compar ison,  
t h e  e f f e c t  h a s  been g e n e r a l i z e d  o v e r  a l l  of S t a t e  government. 

S e c t  i o n  DESC.RIPTION F i s c a l  E f f e c t  

3-1 L imi t  t r a n s f e r  of  p e r s o n a l  d a t a  t o  a n  automated N i l  
p e r s o n a l  d a t a  sys tem 

3-2 Perso?ae  l end o r g a n i z a t i o n a l  r e q u i r e m e n t s  f o r  Moderate 
s a f e g u a r d  compl iance  

3-3 E s t a b l i s h  r u l e s  and p r o c e d u r e s  f o r  a n  A f f i r m a t  v e  Minor 
A c t i o + ~  P l a r  f o r  compl iance  

3-4 E s t a b i i s k  3 sys tem of  p e n a L t i e s  f o r  i l l e g a l  Minor 
d i s c i p l i - a r y  a c t i o n  

3-5 Prov ide  r e a s o n a b l e  p r e c a u t i o n s  t o  a s s u r e  t h e  Minor 
s e c u r i t v  of p e r s o n a l  d a t a  sys tems 

3-6 E q u i v a i e n t  s a f e g u a r d s  must b e  a s s u r e d  b e f o r e  any Minor 
t r a n s f e r  c p e r s o n a l  d a t a  

2 .  
3- 7  Record and m a i n t a i n  a  r e c o r 2  of e v e r  a c c e s s  t o  K o d e r s t e  

-. 1 ' L _  1 2  r 2 -  ._L -^-.. h Z - ^  



S l ATLli l l  N C OJ I' / iJL. C. IIUIJJ IAI.1, D I I?[-CTOR 01- 1'1 ANIA I NC 
P",OI\J TANA 1JN I V t  It5 l TY SYSTEM 

Cor~c-ern i ny S13 140. 67 
I s f ' ~ 5  l i:,hitiy Safc~gusrdc; f o r  Oper-CII i o n  o f  

Camp i l f  er-Acccc.5 i t)  I Au 1 oma ted Per-sona l Ud ta Sys f ems 

I lc - for (?  Senate J u d i c i a r y  Commi-I-tee 
January IS), 197-7 

-1 he i r ,  t t ? r~ t  o f  t l l o  l e g i s l a t i o n  i s  f i n e  and i n  marly respoci-s i i rncl-cly 

rriakc.; ex[) l  i c i - t  w h d - t  we t r y  t o  accomp 1 i st1 when computers a r e  d t  i l i ~ e d  i n  

1 h c :  u n  i v2rs i-I-y systcrn. I would l i k e  1.0 commenl- ve ry  b r i e f l y  upon a few 

I oc f i r  i c;l l  il i es and rnake orle or- two genera l comments a t  t h e  end. 

I . Sect  i o n  7 ( 4  1 (pagc 2 )  def  i tics "governmental organ iza-f i on"  wh i le 

S c ~ l  i o ~ r  7 ( 5 )  (payc 2 )  def i rli?s !'or ydni  za l  ion".  Both d e f i n i t i o n s  i nc l ude  

cjovc t nrr1i.t; t, 1 b e  l i eve, and w h  i l e I cannol f i nd any p lace  i r, t h e  b i l l i n  w11 i c l ~  

t l rc  -two d c  f i n i  l i ons  woul d cduse pr-ob lcms, never-thelcss,  \-I- i s  r€?d i~ndd l l l ,  I 

i h :  rik. 

2. S c ~ c l i o n  3 ( 7 )  (page 6 )  I-equir-es t l i c  maiqlenance o f  a cornplc lc ~ n d  

accu ra te  r-ccord o f ever-y access, except i ng  r o u t i n e  housckecp i ng f u n c t i o n s  . 
I t h  i r ~ k  -I-h i s  w i 1 l r q u i  r e  a subs tan l - i a l  anlount o f  paperwork o r  esl-at) l ishrnsnt 

o l  cor11p~1-ter-ized a u d i t  t - ra i  I s  and one rnusi ask whether thc rer,iil.ts a r c  wot I l l  

thc :  e f  Fo r t .  Tlle l a s t  p o r t  i o n  o f  t h i s  same s e c t i o n  cont-ai ns 1 arigcjays vwhic-11 

i s  c o n f u s i n g  beg inn ing  w i t h  l i n e  2:  "...such as g r a n t i n g  pcrsor ia l  ds1'1 lo 

sorncorie i hc i n d i v i d u a l  1-0 wl~orn t h e  d a t a  r e l a t e s  would rela-be: wr)ul d no t  

e:;j?ccl- .to r e c e i v e  it.. .I' What does I he t e r m  " t t l e  i n d i v i d u a l  '" nl3 l r r  her-t:? 

3. Sec l - ion 3 7, I I )  (page 8 )  r e q u i r e s  t h a t  a persons c!,lic ,,I1 i c l ~  i s tilt1 

b a r 3 i s  for  5-131- is l ica l  r e p o r t s  rnust be a b l e  t o  be  p u b l i c l y  r . v z ~ ! i c t b l c  f o r  

indcpendoni ar ia lys i :  -3F- i I i s  not c l e a r  by  whom. For ins -J , , wc pro\l idL: 

approx i rndte ly  10 d i f ' c r c - 1  s a l a r y  analyses each year.  DoeJ t l . : .  l ! \en mpan 

-1lld1 t h e  e f f o r l  whicll ~d m2lie l o  i n s u r e  t h a t  any one ind 'v ' : ' -d f  ? s  s a l a r y  dot>< 

riot becorr~e genera l  pub l i c  ltrlowledge wl l l be i n e f f e c f i v e  ar: we can cxpec-t 1 c j  



January 18, 1976 

Memorandum to: John Denny, Pres. McIntosh M.S.U. 

From: Lou Lucky, Computer Technician M.S.U. 

Subject LC 0106-01, SB67 

The intent of the bill is meritable, but as I have indicated 

to Senator Towe many times, I fail to see why an individuals 

privacy is endangered and should be protected by law only if 

the records are kept on a computer or in computer accessible form. 

Should the bill be passed, MSU would have to appoint or hire 

a "privacy and security" officer. Such a position is customarily 

part of the "data manager" responsibilities in many organizations. 

MSU does not have a data manager nor any counterpart at present. 

The individuals may have to be bonded. 

The law will mandate what is now considered to be good systems 

practices; i.e., full update capability by record or field 

within record for addition, change and deletion with automatic 

generation of acceptable audit trails. It will also necessitate 

a modification to many files to allow marking records or 

portions of records that may be in dispute. Such modifications 

may range from trivial to very difficult to accompish; hence 

may range from economical to quite expensive to implement. 

* As Dictated to Sen. Towe on January 18th, to be presented 
before Sen. Judiciary Committee on January 19th ............... 




