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1.0 Policy

1.1 Information Security
1. The Purpose of this Policy is to establish the requirements for the Montana Judicial Branch to implement Information Security by defining actions to fulfill the responsibility.

2.  As per Section 2-15-114, MCA, the security responsibilities for department data lies with each department head.  Because of this requirement, the Montana Judicial Branch shall adopt the Enterprise Information Security Policy and the Policy’s appendixes as the Montana Judicial Branch’s standard information security policy.

3. The Office of the Court Administrator will create any       operational policy and procedures in support of the enterprise security policy and will work with the Commission on Technology when necessary/applicable.
2.0 Non-Compliance

Failure to comply with any or all the portions of this policy is grounds for disciplinary action up to and including termination.

3.0 References and Authorities

· 2-15-114 MCA; 2-17-534 MCA; 

· POL- Information Security Policy;

· Information Security Policy – Appendix A (baseline Security Controls); 

· Information Security Policy – Appendix B (Security Roles and Responsibilities);
· Information Security Policy – Appendix C (Blocked Sites and Rules of System Usage forms);
· Information Security Policy – Appendix D (Cyber Security Framework link to Baseline Security Controls)
4.0 Closing

4.1 Level of training required: (A) All court employees. 
4.2 Questions concerning this policy should be directed to the Information Technology Director or IT Security Officer, Office of the Court Administrator, Montana Supreme Court 
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