45th Legislature Lc 12210 LC 1221/01

1 BILL NO. _g_j_j 1 following definitions apply:

2 INTRODUCED BY y /151“// 2 (1) ¥Access™ wmeans the ability to read, change, copy,
3 BY REQUEST OF THE MONTANA BOARD OF CRIFE CONTRCL 3 use, transfer, or dissewinate criminal Jjustice information
y 4 paintained by criminal justice agencies.

5 A BILL POR AN ACT ENTITLED: n"A¥ ACT TO REGULATE THE S {2} “adainistration of crisinal Jjustice™ Bmeans the
6 COLLECTION, STORAGE, AND GISSEMINATION OF CRIRINAL JOUSTICE 6 performance of any of the following activities: dQetection,
7 INFORMATION; TO ESTABLISHE A STATE EREPOSITORY FOR THE 7 apprehension, detention, pretrial release, posttrial
8 INFORMATION; TO PROVIDE FOR PRIVACY OF THE INFCRBATION IN 8 release, prosecution, adjudication, correctional
9 CERTAIN CIRCUSSTANCES AND PROCERURES FOR BEQUESTING CEBTAIN 9 supervision, of rehabilitation of accused persoms or
10 IBPORMATION; TO ESTABLISH A PRIVACY AND SECORITY BOARD AND 10 criminal offenders and includes criminal identification
11 T0 PROYIDE PFOR ITS POWERS AND DOUTIES; AKD TC PROVIDE 11 activities and the collection, storage, and dissemination of
12 PRNALTIES POR MISUSE QP CRININAL JUSTICE RECORDS; REPEALIEG 12 criminal justice informsation.

13 SECTION 82-417, R.C.N. 19a7.» 13 {37 *"Confidential criairal justice information® means:
14 16 {2} crimical investigative information;

15 BE IT BERACTED BY THE LEGISLATURE OF THE STATE OF MONTAEA: 15 {h) criminal intelligence information;

16 Section 1. Short title. This act may be cited as the 16 {c} fingerprints and photographs;

17 "montana Criminal Justice Information Act of 1977w, 17 {(d) criminal justice inforsation or records wmade
18 Section 2. Purpose. The purpose of this act is to 18 confidential by lav or that may be made confidential by law;
19 control and coordinate manual and automated criminal justice 19 and

21 informatior in the state; to ensure the accuracy and 20 {e}) any other criminal justice informatiom not clearly
21 completeness of criminal history inforematicn; and to 21 defined as publiic criminal justice information,

22 establish an effective ademiristrative structure for the 22 {4) TCriminal history record information® means
23 prctection of individeal privacy in crisinal justice 23 information about individuals collected by crisinal justice
24 information recordkeeping. 24 agencies consisting of identifiable descriptions and
25 Section 3, Definitions., As used in this act, the 25 notaticns of arrests, detentions, the filing of coaplaiets,
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indictments or information and dispositions arising
therefrom, sentences, correctional status, and release. It
does not include mental illness informaticn as defined in
subsection (12) or jdentification information such as
fingerprint records or photographs obtained for purposes
other than the adainristration of criminal justice.

{S) {a) "Criminal intelligence inforsaticn®" means
information associated with anr identifiable individual,
group, organization, or event compiled by a criminal justice
agency:

{i) in the course of conducting an investigation
relating to a wmajor criaimal conspiracy, projecting
potential criminal operation, or produciamg an estimate of
future mafor criainal activities; or

(ii) relating to the reliability of information
inclnding information derived from reports of inforsants,
investigators, or from any type of surveillance.

(b) Criminal intelligence information does not inclade
information relating to political surveillaunce or to
criminal investigative information.

{(6) "Crimimal investigative information® Beans
inforsation associated with an individual, group,
organization, or event compiled by a criminal jastice agency
in the course of conducting an investigation of a crime or

crimes. It iacludes information about a crime or crimes
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derived from reports of informants or investigators or from
any type of surveillance. It does not include crimipal
intelligence ipforemation.

(7} "Criminal justice agency®™ means:

{a) any court with criminal jurisdiction;

{b} any state or local government agency designated by
statute or by a governor's executive order ¥o perfors the
adeinistration of criminal justice; or

{c) any local government agency not authorized under
subsection (b) which:

(i} performs the administration of criminal justice
pursasant to anm ordinance or local executive order; and

{ii) is certified by the security and privacy bhoard.

(8) "Criwinal justice inforsation™ =means infcrsaticna
relating to crisinal _justice collected, processed, or
preserved by a crisinal justice agency. It does not include
the adsinistrative records of a cririnal fjustice agency.

{9) "criainal Justice information systea™ ameans a
system, automated or manual, operated by federal, regional,
state, or local governments or gJovernmental organizatioas.
It includes equipment, facilities, procedures, and
agreements for collecting, processing, preserving, or
disseminating criminal justice information.

(10) "Disposition® meads information that criminal

preoceedings against an individual have terminated and that

.
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describes the nature of tbe teraipation. It incluodes
inforsation that a charge or charges have been disamissed,
that a lawv enforcement agency or a prosecutor has elected
not to charge, or that proceedings have been indefinitely
postponed and the reason for the postponement. Particular
dispositions include but are not lipited to:

fa) conviction at trial or on a plea of guilty;

{b) acquittal;

{c) acguittal by reason of imsanity;

{d) acgquittal by reason of mental incompetence;

{e) a sentence given including all corditions attached
thereto by the sentencing judge;

{f} deferred isposition of sentence with any
conditions of deferral;

{9) nolle prosequi;

{h} nolo contendere plea;

(i) deferred prosecution or diversion;

{3} bond forfeiture;

(k) Adeceased;

(1) dismissal of criminal proceedings by court with or
without commencement of civil action for determination of
mental incompetence or mental illaness;

{ay found civilly incospetent or menmtally ill:

(n) exercise of executive clemency;

fc} correctional placement or probatiom, parole, or
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release; or

{p) revocation of probation or parole.

{11) "Dissenination™ means the cosmunication or
transfer of criminal justice informaticn to individsals or
agencies other +than the criminal Jjustice agency which
maintains such information. It includes confirmation of the
existence or nonexistence of criasinal justice inforsmation.

(12) "Mental illness information”™ smeans any record
information thaf a person is seriously mentally ill as
defined in Titlie 38, chapter 13, or information developed in
the coorse of an investigation priocr to such a
determsination, except that it doces not include information
required from a peace officer or a county attormney by Title
38, chapter 13, or an acquittal or dismissal based cn mental
disease or defect precluding responsibility pursuant to
Title 95.

{13) "public criminal justice inforsation™ aeans all
information, except confidential criainal justice
information:

{a} wmade public by law;

(b) of court records and preoceedings;

(c) of convictions and deferred prosecutions;

(4) of postconviction proceedings and status;

{e} originated by a criminal justice agency,

including:
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{i) initial offense reports;

{ii) initial arrest records;

{iii) bail records; amd

{(iv) daily jail occupancy rosters;

(£} considered mnecessary by a criminal justice agency
to secure puablic assistance in the apprehension of a
suspect; or

{9} of a statistical nature.

{14) "Security and privacy board™ nmeans the board
created by {section 23].

(15) "State repository™ means the recordkeeping systeas
maintained by the department of justice im which criminal
justice information is cellected, processed, preserved, and
disseninated.

{16) "statistical information® means data derived froa
records in which individuals are not indentified or
identification is deleted and fros whichk neither individual
identity nor any other unique characteristic that could
jdentify an individual is ascertainable.

Section &. Relationship to other statutes. Laws
requiring disclosure of public records, writings, or
information are not superseded by this act unless clearly
inconsistent with its specific language. Lawvs requiring
confidentiality of inforsation contained ir records or

writings are not superseded by this act, which shall apply
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only where information may be disclosed consistent with suoch
lavws.

Section S. BAuthorization to collect, process, and
preserve criminal Jjustice information. A criminal justice
agency may collect, process, and preserve only that criminal
justice information whichk is necessary for the performance
of its authorized functioms. »

Section 6. Photographs and fingerprints. {1) The
following agencies =may collect, process, and preservye
photographs and fingerprints:

{a) any local law enforcement agency performing, under
law, the functions of a police departaent or a sheriff's
office, or both;

{b) the department of institutions; and

{c) the departmsent of justice.

{2) 1 local law enforcement agency, as described in
subsection (1) {(a} and certified by the security and privacy
board, shall photograph and fingerprint am accused person at
the time of arrest when:

{a) the charge is the commission of a felouy; or

{b} the charge is the commissicn of any offemse if the
jdentification of an accused is an issue or if required by
court order.

{3) 2 local law enforcement agency, as described in

subsection (1) {a), may photograph and fingerprint ar accused
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at the time of arrest €for coamission of a aisdeseanor,
except that an individual arrested for traffic, regulatory,
or fish and game offenses may not be photographed or
fingerprinted unless incarcerated.

{#4) & copy of each photograph and fingerprint taken
and of each arrest report shall be sent by the origipating
agency to the state repository.

{5} Photographs and fingerprints takenm in connection
with an arrest shall be returned by the origimating agency
and by the state repository to the person arrested:

{a) if a court so orders; or

tb) upon the request of the person arrested if no
charges were filed or if a misdemeanor charge did not resalt
in a conviction.

Section 7. BHRecords to be maintaiped. Any criminal
justice agency origimating initjal offense reports, initial
arrest records, bail records, or daily Jjail! occupancy
rosters shall maintain a chronological or pumerical record
of these items in addition to any other records. These
records may not contain any prior criminal history
information and may not be used to access any other criminal
justice inforsation.

Section 8. BRecord preservation. Unless required by
federal 1law, expunging, purging, or destroying of arrest

record inforwation or crimimal justice inforsation is not
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required based on the length of time such records are held.

Section 9. Accuracy — state repository. In crder to
ensure complete and accurate crisinal history record
inforsation:

{1y the departsent of Ffustice shall maintain a
centralized state repository of crimieral bhistory record
information to serve all criainal justice agencies in the
states;

{2} a prosecutor having Jurisdictiorn in a criminal
case shall advise the appropriate crimimal Jjustice agency
authorized in [section 6] of the results of each formal
proceeding in a criminal action prior to and including
adjudication within 15 days of apy final dispasition of the
case;

{3) criminal Justice agencies authorized ugpder
[section 6] shall advise the state repository of all
arrests, proceedings, and 2ispositions prior te and
including results of adjudication within 30 days after final
disposition of each criminal case;

(4) the department of institutions shall advise the
state repository of all dispositions subsequent to
conviction;

{S) the state repository shall notify the appropriate
criminal justice agency of any incomplete arrest record in

which there is no informaticn that a disposition has
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occurred within 6 months;

{6) each criminal justice agency shall query the state
repository prior to dissemipation of any criminal history
record inforsation to ensure the timeliness of the
information. %hen no final disposition is shown by the
state repository records, the agency shall query the sounrce
of the document for current status.

{7) each criwinal justice agency shall ensure that all
its crisinal justice inforaation is complete, accurate, and
current.

Section 10. Dissemination of public criainal justice
information. {1) There are no restrictions on the
dissemination of public criminal justice information except:

(a) when a record or index is compiled by name or
universal identifier from a manual or antomated systes, only
informaticn about convictions or deferred prosecutions is
available to the public; or

{b} whenever the convictior record reflects only
aisdemeanors or deferred prosecations or whenever there are
no convictions except for traffic, regulatory, or fish and
game offenses for a period of 5 years from the date of the
last conviction, no record or index may be disseminated
pursuant to subsection (1) (a); however, the original
documents are available to the peoblic froa the origimating

criminal justice agency.
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(2) a1l public crisinal justice inforsation is
available from the agency which is the source cf the
original documents and which shall wmaintain the documents
according to applicable law. These docusernts shall be open,
sgbject to restrictions in this section, during norwal
basiness hours of the agency. A reasonable charge may be
wade by a criminal justice agency for p:oviaing a copy of
public criminal justice information.

Section 11. Dissemination of crimibnal bhistory record
information. Criwminal history record information may be
disseminated with the consent or at the regquest of the
individual about whom it relates according to procedures
specified in [sections 19 and 20].

Section 12. Dissemination of confidential crimipal
Justice information. Disseminaticn of confidential crimisal
justice information is restricted to criminal justice
agencies or tc those authorized by law to receive it. Any
criminal Jjustice agency accepting confidential criwmianal
jostice informatior assumes equal responsiblilty for the
securing of soch ipformation as the originating agency.
Whenever confidential criminal 3justice ipformation is
disseminated, it aust be so designated.

Section 13. Disseaination of research information —
agreeaents, {1) an individual or agency with the exgress

purpose of acquiring statistical informatiorn may do sc
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pursuant to an agreement with a criminal Jjustice agency.
The agreement shall centain but need not be limited to the
following provisions:

{a) specific authorization for access to specific
informsation;

(b} a limitation on the use of the information for
research, evalunative, or statistical purposes; and

(c) assurance of the confidentiality and security of
the inforwmation.

{2) pProposed agreemesnts and any comspleted research,
statistical, or evaluative study or product developed from
the use of statistical information is subject tc review and
approval by the security and privacy board to enasure
compliance vwith this law.

Section 14, Criminal Justice information system
secarity. Provisions for the recording, preservation,
dissemination, and management of court records and criminal
justice information are made by law apd may be supplesented
by supreae court rule. Other crimiral Jjustice agencies
shall protect the security of any criminal Justice
information system under its control, automated or emanual,
by taking reasonable precautions and establishing procedures
to protect the systes and data stored in the systes froa
damage and for the prevention of and recovery frcm hazards

sach as fire, flood, power failure, and entry into secure
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areas by unauthorized persons.

Section 15. Automated equipment security. In an
automated criminal Justice information systes, informaticn
shall he collected, processed, and preserved on a coaputer
dedicated solely to criminal justice informatiom or, if this
is ispractical, a central computer may be utilized if the
following safeguards are provided:

{1} any equipment associated with that systenm
excluding the iain frame is under the direct comtrel of a
crimsinal justice agency; and

{2) safeguards are built into the systes to prevent
unauthorized inquiry, mnodification, or destruction of
criasinal jostice informsation.

Section 16. Software security. Procedures for each
automated crisinal Jjustice information system shall assere
that the information is secured by the following programaing
techniques:

{1} the assignment of a terminal identification code
to each terminal authorized to access the systea;

{2) the assignment of a unique identification nusber
tc each authorized terainal operator which nusber amust te
osed to gain access to the filesg;

{3) the maintenance of a record of each inguiry to
identify the inquiring agency, the program used to wake the

inguiry, the date of the inguiry, and the name of the file

14—~
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being gmeried;

{4) software controls t¢ ensure that each terainal
user cah obtain only that imformaticn which the user is
authorized to use;

{5} creation and storage of a safe place for duplicate
cosputer files;

{6} Dbuilt-in prograam controls to ensure that each
terminal is limited to the appropriate or authorized
inforsation that can be input, modified, or canceled fros
it;

(7) destruction or safeguarding of system
documentation and data iepat forms; and

{B8) creation of reports to provide for an audit trail
and periodic review of file accessed, modificatioans, and
deletions. All criminal Jjustice iatelligence information
shall be so identified.

Section 17. HManual equipment secuority. In a manual
criminal justice information systes, inforsmation shall be
protected as follows:

(1) provision of adequate physical security;

{2) marking of all criminal justice intelligence
inforsmation and precautions agaimst ubnauthorized copying;
and

{3) establishaent of a log of each exterpal inguiry to

reflect the identity of the inquirer, the date of inquiry,
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and the name of the files being gqueried,

Section 18. Personnel security. Each automated and
manval criminal Jjustice information system, except those
that are or way be maintained by courts of criminal
furisdiction, shall establish the following procedures to
ensure that personnel security is achieved and maintained:

(1) Applicants for employment or persbns presently
employed to vwork with or in a computer center or manual
system that processes criaminal justice information, except
elected officials, are subject to investigatior by the
employing agency to establish their good =moral character,
reputation, honesty, and fitbess to handle sensitive
information. Consent to such an investigation may be a
prerequisite to the processing of an employment application.

(2) The character and fitmness of criminal justice
information system personnel to bandle sensitive
information, including those wvorking with manuval criminal
justice file systems and terminal operators as well as
personnel working w#ith the system at a central computer,
shall be reviewed by the emsploying agency periodically.

(3) ©EBach criminal justice agency shall 4develop and
maintain an in-service training program and security sanual
to ensure that each employee whe works with or has access to
the criminal justice information systes anneally reviews and

understands the nature and importance of the system's
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security- provisions.

{4) The security apd privacy board, as provided in
[fsection 25), shall establish sanctions for vioclaticn of a
system's security provisions and may require enforcement of
disciplinary action.

Section 19. Inspection or transfer of criminal history
records., (1) An individeaal or his agent wmay imspect or
transfer to any other persom any criminal history record
information wmaintained abowt the individual upen the
presentation of satisfactory identification to the criminal
justice agency maintaining crisinal history record
information. Fingerprints nay be required for
identification. An agent wsust also submit a notarized
authorization from his principal or an asthorization order
from a district court.

{2) If an individeal's criminal history records are
maintained - in the state repository, the records shall be
transferred to the local agency for iospection upon proper
request of the individmal or bhis agent. A lccal agency
shall honor a verified affidavit accompanying a request by
an individual for a transfer of criminal history records on
that individual to a criaminal justice agency of another
state for the purpose of complying with this act.

{3) (a) An individual may request inspection or

transfer, or both, of crieinal history records only during
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normal working bours.

(b} Copies of records may be made by or at the reguest
of a properliy identified individual or his anthorized agesnt.
If a machine for making copies is not reasonahbly available,
the ipdividual or his agent may make handwritten cofies. A
charge, not +to exceed the cost of labor and materials, may
be made by the agency for asachine-produced copies. Each
copy must be clearly swmarked +to indicate that it is for
inspection only.

{c}) An agency esployee should bs available to answer
questions concerning record conteat. A record of each
request to inspect records under +the purposes of this
section shall be maintained.

Section 20. Challenge and correction. (1) After
inspection of a criminal history record or records, an
individual may contest the accuracy or coepleteness, or
both, of the information about hiaself.

{2) If the agency rpaintaining the criminal history
record information does not correct it to the individual's
satisfaction, the ipdividual may request review and
correction by the executive head of the agency.

(3) If the requested correction is denied by the head
of the agency, the individual may present a challenge to the
security and privacy board.

{4y TIf the agency io charge of the record in guestion

-18-
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can verify the accuracy of its record by communicaticrm with
the originating criminal justice agency, it shall do so. If
accuracy or completeness cannot be so verified and if the
agency primarily origipating the inforsation containing the
alleged error or omission is in the state, the individoeal
shall address his challenge to that agency. If inforsatico
necessary to verify the accuracy or cospleteness of the
record cannot be obtained by the originating agency, it may
rely on verified written documents or include the
individual's allegation ir its records in dissemination
until therxe is a final disposition of the challenge.

{(5) If the challenge is successful, the agency shall:

{a) supply to the individual, if reguested, a list of
those noncriminal justice agencies which have received
copies of the individeal’s crisinal history records; amd

{b) immediately correct its records and notify all
crisinmal justice agencies to which it has given erromeous or
incoaplete information of these changes.

Section 21, Dissemination c¢f ccpied or inspected
records. (1) Crisinal Justice agencies shall maintain a
record of all agencies to which copies of crisinal history
records have been disseminated,

{2) A criminal Jjustice agency supplying criminal
history record information to an individupal apon reguest is

rot responsible for the use or seccendary dissemipation of
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copied or inspected information and is @©pot required to
furnish updated information except upon a subsegquent request
by the individual.

Section 22. Criminal and adaministrative penalties.
{1} Crisipal penalties relating to this act are provided in
34-7-209.

{2} The security and privacy board lA; assess anb
administrative penalty pot to exceed $200 against a criminal
justice agemcy for each willful upauthorized disclosure or
willful unauthorized access to criminal justice inforsaticn
held by a criminal justice agency. ARY penalty so assessed
shall be deposited in the state general fund.

Section 23, Security and privacy board - creation -~
composition. {1) There is established a security and
privacy board withia the dJdepartment of Justice. Members
shall be appointed as provided in 82a-112, The board shall
be attached to the department for administrative furposes
only and may be provided with administrative support
services by the board of crime control.

{2) There shall be nine members of the security amnd
privacy board. At least one appointee shall represent each
of the following areas of interest and expertise: ccurts,
corrections, law enforceaents, local government, and state
government. The resaining appointees shall be chosen to

represent the general puoblic interest, but not all may be
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legislators.

Section 24. Security and privacy board -— duties. The
security and privacy board shall:

{1) study and review questions of individual privacy,
systes security, and effectiveness of law enforcement in
connection with the collection, processing, presexrving,
disseaination, and usage of criaminal justice informaticn;

(2) conduct such ipguiries amd investigations into the
operation of existing criminal justice ianformation systeas
as w»ay be necessary to guarantee full ccspliance with this
act;

{3) reviewv and approve or disapprove any proposed
agreements for the dissemination or collection of research
or statistical information and review and require compliance
with the provisions of this law for any coapleted research,
statistical, or evaluative study or product developed from
the use of statistical information;

{4) select one or more of its members to serve upon
any similar board or comaittee connected with any interstate
system for the exchange of crimimal justice information; and

(5} report annvally to the governor, the attorney
general, and the presiding officer of eack hounse of the
legislatare concerning the use of criainal Justice
information in this state and to include in such report any

recomaendations for improvesent or amodifications in the
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operation of criminal justice information systeas.

Section 25. Security and privacy board — powers. The
security and privacy board may:

{1) adopt rules necessary to carry out functions
assigned to it by this act, hear and decide contested cases
or challenges that may arise pursuant to those functions,
and provide appropriate procedures for Judicial review of
board decisions in keeping with the requirements of the
Montana Adainistrative Procedure Act;

{2) conduct initial hearings in conrpection with
allegations of violatlons of the provisions of the act or of
rules adopted pursuant thereto within 10 days of a formal
request or petition for a hearing;

{3) issue an order to coaply with the provisions of
this law or with any rales adopted hereunder to a criminal
justice agency after proper notification and opportunity for
a hearing available to all interested parties and apply for
an order from a district court to enforce a compliance crder
issued by the security and grivacy board. A provisional
comapliance order may be issued by the board inm an emergency,
but po final order may be wmade 1im the absence of full
procedural guarantees.

(4} assess adzinistrative penalties pursuant to
[secticn 22] and refer allegations of criminal vioclations of

this act tc the attorney general f£fcr investigation and
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prcsecuticn as appropriate;

{5) inmspect all criminal justice information, files,
records, and systems of all criminal justice agencies to the
extent required to accoaplish the assigned duties of the
security and privacy board; and

{(6) certify a 1local governsent agency as a crimimal
justice agency.

Section 26. Saving clause. This act does not affect
rights and duties that matured, pebpalties that vwvere
incurred, or proceedings that were begua before the
effective date of this act.

Sectior 27. Severability. If a part of this act is
invalid, all walid parts that are secrverable fros the
invalid part remain in effect. If a part of this act is
invalid in one or more of its applications, the part remains
in effect in all wvalid applications that are severable froa
the invalid applications.

Section 28. FRepealer. Section 82-417, R.C.N. 1947, is

repealed.

-End-~
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STATE OF MONTANA
- | 574--77 )
REQUEST NO, ____2/4—// ‘d
FISCAL NOTE
Form BD-15

In compliance with a written request received February 17__ 19 77__ | there is hereby st » sitted a Fiscal Note
for .....Senate .Bil.l_,%%;iii,,w pursuant to Chapter 63, Laws of Montana, 1965 - Thirty-Ninth | 2+ !ative Assembly.
+ Background information used in developing this Fiscal Note is available from the Office of Budget and Progr: m ¥ . 1ing, to members

of the Legislature upon request.

DESCRIPTION OF PROPOSED LEGISLATION:

An act to regulate the collection, storage, and dissemination of criminal justice information: to establish a state repository
for the information; to provide for privacy of the information in certain circumstances and procedures for requesting
certain information; to establish a privacy and security board and to provide for its powers and duties; and to provide
penalties for misuse of criminal justice records; repealing Section 82—417, R.C.M. 1847.

ASSUMPTIONS:

1. This legislation will provide for an automated criminal justice information system.

2. Federal funds will be available to develop this program for four (4) years.

3. After the system is developed, the state will assume the full cost of maintaining it. The annual cost will be approximately
$172,000. ‘

4, An additional 3.50 FTE employees are required.

FISCAL [IMPACT: FY 78 FY 79 .
Personal services $ 54,676 $ 73,446
Operating expenses 139,747 145,567
" Equipment 46,764 70,000
Additional cost of proposed legistation $241,187 $289,013
Summary of funding for abové costs:
General Fund $ 24,118 $ 28,901
Federal Funds 217,069 260,112
Total $241,187 $289,013

LONG—RANGE IMPACT:

After four years, when federal funds are no longer available, other revenue totalling approximately $172,000 per year must
be located to maintain the system. At present, it appears that General Fund support will be required.
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