Confidentiality...What's the big deal?
Confidentiality is the lynch-pin of the substance abuse and chemical dependency treatment system.  Everything hinges on it.  Along with counselor skill, it is one of the most important and essential elements of the system.  Without the simple guarantee that a person's association with a treatment provider will remain confidential, it is unlikely they would seek help or be open to the disclosure needed to succeed.  
Confidentiality is more than keeping a secret. 
It is being entrusted with the confidence of another.  That confidence both in the privacy of the relationship and the skill of the person to whom the information is entrusted are serious responsibilities.  Without the trust that confidentiality nurtures, clinical progress will be marginal.   The assurance of confidentiality fosters and  strengthens the integrity of the clinical process.
Confidentiality is a promise that information will not be released.
In any counseling practice, requests for the release of information are regular occurrences.  Insurance companies need to know the clinical diagnosis and the nature of the care being given.  Clients may need to have progress reports forwarded to employers, courts, attorneys, or family members.  The sharing of clinical information with other practitioners may be important for treatment planning.  It can become very easy to fall into a pattern where releasing information, instead of safeguarding it, is the standard.  Allowing that to happen weakens the principle of confidentiality and threatens the integrity of the clinical relationship and the professional practice.
A counseling professional must hold confidentiality in the highest regard possible.  Every single authorization for the release of confidential information should be viewed individually, and treated with special regard.   An authorization to release confidential information is a legal form, and must be carefully and specifically crafted to accommodate each instance.  It should be very limited and very narrowly written to include only the information absolutely necessary to serve the purposes of the release.  It is the counseling professional's duty to ensure that nothing is ever released that is not needed.  It is also their duty to be certain, without a doubt, that the client understands the nature and purpose of the release, and its limitations, and that they specifically authorizes it.   Taking this responsibility lightly can have serious legal and professional consequences, not to mention the violation of a clients trust.
The federal regulations, 42 CFR, Part 2, is entitled Confidentiality of Alcohol and Drug Abuse Patient Records.  These regulations were authorized as a result of two nearly identical laws enacted by Congress in the early 1970's.  One law addressed alcohol and other drug abuse patient records.   Both were equally committed to the importance of confidentiality to the success of any effort to encourage treatment for substance abuse.  Since then, the law, and the regulations governing it, have been amended only once to allow for special reporting conditions relating to child abuse and neglect.  Indeed, even with the latter amendment, these regulations remain among the most restrictive when it comes to preserving a patients right to protection from any unauthorized disclosure.
These laws were felt necessary as a means to encourage people to seek and succeed in treatment.  Despite efforts to increase public awareness, alcoholism and other forms of chemical dependency remain highly stigmatized conditions.  For many, there is a real fear of social isolation, loss of employment, and being ostracized from ones family.  The certainty of confidentiality was seen as an essential condition for anyone needing help.  To further that effort, the law was written to be the most restrictive of any of its kind.
The essence of the law is really quite simple.   Except under certain very specific and highly controlled conditions, the disclosure of any information, including knowledge of the patient, is prohibited.  The primary basis for the disclosure of any information is when the patient authorizes it.  The other conditions are generally very difficult to meet and are rarely applied.

