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1.0 Policy

This policy applies to all Judicial Branch employees and contractors using a state owned computer.

The state-provided electronic mail (e-mail) system is to be used for: the conduct of state and local government business and delivery of government services; transmitting and sharing of information among governmental, research, and educational organizations; supporting open research and education in and between national and international research and instructional institutions; communicating and exchanging professional information; encouraging debate of issues in a specific field of expertise; applying for or administering grants or contracts; announcing requests for proposals and bids; announcing new services for use in research or instruction; and conducting other appropriate state business. 

All messages created, sent or retrieved, over the state's systems are the property of the State of Montana.  Privacy of e-mail is not guaranteed.

Employees should use their best judgment in sending confidential messages over the e-mail system.  The use of encryption should be considered when sending these types of messages. 

Stationery may be used when it enhances the business content of email.  Stationery, moving graphics and/or audio objects should not be used unnecessarily since they consume more resources, such as disk space and network bandwidth, and tend to detract from the message content.

2.0 Misuse of E-Mail

The following items represent, but do not constitute either an exhaustive or exclusive listing of, misuse of state e-mail resources:

2.1 Circulating chain letters.

2.2 Using the state e-mail system for: 1) "for-profit" activities, 2) "non-profit" or public, professional or service organization activities that aren't related to an employee's job duties, or 3) extensive use for private, recreational, or personal activities. 

2.3 Statewide distributions of e-mail.  The Supreme Court Information Technology Division should be contacted for correct procedures for large e-mail distributions. 

2.4 Using personal e-mail accounts, such as hotmail, outside of the state provided e-mail system unless the State Information Security Officer has granted an exception. 

3.0 Compliance

Failure to comply with any or all the portions of this policy is grounds for disciplinary action up to and including termination.

4.0 References and Authorities

2-17-501; 2-17-503; 2-17-302, MCA; ARM 2.13.101 - 2.13.107.

5.0 Closing

5.1 Level of training required: (A) All district court employees.  (1) Read only.

5.2 Questions concerning this policy should be directed to the Information Technology Director, Office of the Court Administrator, Montana Supreme Court. 
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